Prevent bad rentals:
Require current identification on all rentals.
Scan the renter’s valid, current state-issued license or ID and
be wary of out-of-state IDs.
For non-local renters: Ask what rental branch or dealer the
customer uses in his/her hometown and contact that
company for its history or knowledge of the individual,
including a description, Mossman notes.
Authorized purchasers: Make it a policy with sales and counter
staff to enforce the purchaser list and keep those lists up-todate with your clients.
Confirm the customer's story.
Confirm the job address and business or home address. A
quick Google search can verify that an address actually exists.
Ask for the contractor or client's contact information and call
to verify that the customer is actually working on the job and
that this is a legitimate job site.

Prevent bad rentals:
Do not assume a credit card of check is legitimate
just because it gets - Get an approval.
Know what the card terminal authorization codes
mean.
Verify the authorization or charge with the bank.
Don't accept a card with a conflicting billing
address.
Verify that the imprinted card number matches
what the card reader produces.
Have a procedure in place if the card is stolen,
counterfeit and must be retained.

Prevent bad rentals:
Pay attention to your intuition and be wary of:
An out-of-state license or temporary ID.
Checks from out of the area or from a business that
does not generally rent equipment.
Vague job site addresses and employer information.
Customers willing to provide a substantial cash
deposit.
Customers who have more than one credit card
declined or someone who wants charges spread
over several cards.
Phone-in credit card transactions for a previously
unknown customer.
Use of prepaid debit cards.

Reduce jobsite thefts:
Use the tips below to secure your equipment on the
jobsite — but don't forget to protect yourself before
the equipment leaves your business. Be sure to keep
an accurate list of equipment, including PIN/serial
numbers and take advantage of ARA's partnership
with the National Equipment Register (NER), which
allows members to register up to 1,000 pieces of
mobile, off-road equipment for free. To learn more
about this service, log in to ARArental.org and select
National Equipment Register under Risk
Management in the Members menu at the top of
the homepage.

Reduce jobsite thefts:
Do not leave hand tools or small equipment at sites.
If lock boxes have to be left, be sure they are
secured with additional locks, chain, etc.
Consider the mobility of equipment when securing
the jobsite, and surround high-risk machines with
large objects that are difficult to move.
Do not leave machines on unfenced properties or
job sites over the weekends — where possible, move
machines to yards or locate a secure lot near the
sites where you can temporarily store the machines,
such as a car dealership, home depot, etc.
Disable machines that have to be left — have field
service mechanics disconnect batteries, pull fuses,
relays or ignition circuits or remove tires. Do not
leave machines or materials on trailers and be sure
fuel tanks are locked.

Reduce jobsite thefts:
Designate an employee or supervisor to make a
random check. Be sure this person knows what
machines, tools and materials should be at each site
so that missing property is not overlooked.
Contractors and sub-contractors should advise site
security guards if any activity is expected as thieves
are often familiar with the jobsite and may even
have credentials that they should be on the site or
moving equipment. Be certain guards have a
contact number so that they can alert you as
needed.
Let employees know that management will be
making spot checks of jobsites — let employee
gossip work to your advantage.

Reduce jobsite thefts:
Post a sign at sites with an emergency contact
number, and signs that say you offer a reward for
information on thefts at a site. Give your local police
patrol commander a 24-hour contact number if
something comes up. Signs can also let the thief
know that patrols are in the area and that machine
serial numbers have been recorded and are
available to police 24 hours a day.
If there is a 24-hour convenience store or gas station
across from your site or yard, let people there know
you will make it worth their while to notify you or the
police of any suspicious activity — be certain they
have your number.

Reduce jobsite thefts:
Be ready to make a report of any theft, graffiti or
vandalism as soon as it is discovered — know which
agency to call, have an accurate list of equipment
serial numbers, and know which machines are at
which site. Report the incident immediately to police
and call NER with thefts for inclusion in the NER
database and regional distribution as a theft alert to
law enforcement and industry contacts.

Resources: National Equipment Register
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SECTION

Fraudulent
Payments
Combating Conversion and Theft of Services

SECTION

Customer Behavior
If something doesn’t seem right…. It probably isn’t
• Don’t be bullied by customers
•
•

Fraudsters will often intimidate a cashier at the point of sale hoping to produce an improper
checkout
Empower your employees to always make sure the correct procedure is followed when
authorizing every credit card and debit purchase.

• Watch for suspicious behaviors
•
•
•
•
•

Appears nervous, is rude or wants to rush the transaction
Does not have a physical card and instead recites a credit card number from memory
Distracts the clerk or tries to draw attention away from the credit card
Looks at the name on the card or the signature on the back of the card before signing the
slip
Admits he’s “been having trouble” with his card

SECTION

Physical Card Characteristics
• Don’t accept physically damaged cards
•
•
•
•

Be wary of customers who let you know right away that their card won’t read
A common fraud scheme is when defaced cards are presented that can’t be read,
either by magnetic strip of chip readers
Counterfeit cards are often altered intentionally – the fraudster wants you to bypass
their anti-fraud features.
It is your right to ask for another form of payment or decline the transaction rather
than manually enter the data from a damaged card

• Does the first number match the typical brand format?

SECTION

Education is Vital
• Talk to employees about the four crucial C.A.R.D. factors to watch out for
during card-present transactions
• Employees should confirm the following appear on every credit card used to
make a transaction
•
•
•
•

C – CID Number – This flat three or four digit number appears on the card
A – Account Number: Make sure the front, back and last four digits on the charge
record match
R – Real Cardmember: The signature should always be present and match the name
on the card
D – Date: Only accept credit cards that are still valid and unexpired

SECTION

Merchant Life Line – Code 10
• Whenever you encounter doubts about a credit or debit transaction as a
merchant you have a trusted recourse: calling in a Code 10 to your payment
partner or merchant services provider.
• Code 10 allows you to request authorization discretely if your provider sees
anything amiss, they’ll deny the authorization.
• Anytime that you suspect fraud is the right time to use Code 10
• Red flags that would warrant a Code 10 call include
•
•
•

cards with missing or altered security features
cards that omit or misplace essential elements like Bank Identification Numbers (BIN)
Any other examples of the red flags/ warning signs discussed earlier

SECTION

How to Make a Code 10 Call
• Making a Code 10 authorization request is fairly straightforward.
•
•
•
•

Retain the card and inform the customer that you must call for authorization.
Call the voice authorization number provided by the card issuer and inform the
operator that you need to place a Code 10 authorization request.
Answer the operator’s questions in a normal tone of voice.
Follow the instructions given by the operator. The operator may request that you hold
onto the card or call law enforcement. If you feel threatened or unsafe, simply process
the transaction and notify the card network as soon as you are able.

SECTION

02

Internal (Employee)
Theft
“Don’t bite the hand that feeds you…”

SECTION

What is Employee Theft?
It’s more than just paper clips and post-it notes

“Any stealing, use or misuse of an
employer’s assets without
permission”

Key Words are Employer’s Assets
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SECTION

Why Does Employee Theft Matter?
Don’t Think Equipment Theft /Conversion Is Your Only Fear?
•

Employee Dishonesty costs American businesses in excess of $50 billion
dollars annually.

•

Employee theft is the fastest growing crime in the United States,
according to the FBI

•

On average, 75% of employee‐related crimes go unnoticed

Businesses lose 20% of
every dollar to
employee theft

•

An employee is 15 times more likely to steal from
their employer than a non‐employee

•

20% of employees are aware of theft – but don’t
report it

It takes an average
of 18 months for
an employer to
catch employee
fraud

SECTION

Who Commits Employee Theft?
The answer may… or may not surprise you

In general more
employees under the
age of 35 commit
employee theft,
however older
members take much
more when they do
steal from the
company.

59.1%

Men are
more likely
to steal…
and to
steal more

40.9%

Managers account for
55% of all employee
theft
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SECTION

Fraud Triangle
Need for
Money

Rationalization

Opportunity
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SECTION

Methods of Employee Theft
How the crime is accomplished

•Outright theft of cash
or property from the
employer

Larceny

Embezzlement
•Theft by someone
who is in a position
of trust and legally
allowed access to
cash or items

•Removal of cash
from an organization
BEFORE it has been
recorded

Skimming

Fraudulent
Disbursements
•Employee has an
intimate
understanding of the
systems in place

SECTION

What is the Solution?
Steps you can take

• Hire Right
• Strengthen the Organizational Structure
• Nurture a Good Relationship with your Employees
• Do Not Encourage Lone-Employee Culture
• Have Surveillance Installed

